
   

CONFIDENTIAL & PROPRIETARY INFORMATION  Last Updated May 2026 
 

[PROCUREMENT TEAM MUST VERIFY WITH LEGAL THAT USE OF THIS TEMPLATE FITS FOR THE INTENDED 
SOFTWARE PROCUREMENT DEAL.] 

SOFTWARE AS A SERVICE AGREEMENT 

THIS SOFTWARE AS A SERVICE AGREEMENT (“Agreement”) is made and entered into as of [Month, Day], 20_________ 
(the “Effective Date”) by and  Choose an item. on behalf of itself and its affiliates (collectively the “Company”) and 
____________, a [Insert State/Limited liability company/corporation type] (“Vendor”). 

1. VENDOR SOFTWARE AS A SERVICE SOLUTION. 

1.1. Grant of Rights. Subject to the execution by the parties 
of one or more Order Forms (as defined below), Vendor hereby 
grants to Company, its applicable Affiliates (as defined below), 
and each of their Authorized Users (as defined below), a non-
exclusive, worldwide, subscription license, to access, via a 
hosted web-based interface or other hosted data connection, 
execute, and otherwise use, any of the software, applications 
or other products described on the Order Form(s) and all 
Releases of the software applications or other products 
(collectively, the “SaaS Solution”). “Releases” shall mean bug 
fixes, enhancements, maintenance releases, error corrections, 
upgrades, additions, improvements, modifications, extensions, 
new versions, successor or replacement products of or to any 
components of the SaaS Solution. Any Releases of the SaaS 
Solution will be made available at no further cost to Company. 
The initial Order Form is attached as Exhibit I to the 
Agreement. The foregoing grant of rights also includes a 
license to use any related documentation including, without 
limitation, any user manuals, Specifications (as defined 
below), and/or other written, printed, or electronic materials 
related to the performance of the SaaS Solution (collectively, 
the “Documentation”). Any additional license to access and 
use the SaaS Solution and Documentation shall become 
effective only upon the execution by Company (or any 
applicable Company Affiliate) of a separate order form, 
statement of work, purchase order, or similar ordering 
document referencing this Agreement (each, an “Order 
Form”) signed by the parties. The number of licenses granted 
by Vendor to Company and any other applicable license 
restrictions, together with the Specifications relating to such 
SaaS Solution, the environments (e.g., production, test, 
staging) to which Company is granted access any 
Deliverables, and the pricing for any additional capacity or 
users beyond the quantities initially included, will be set forth 
in the applicable Order Form. “Specifications” shall mean 
the minimum specifications, features, and functionality of the 
SaaS Solution. “Deliverables” shall mean all materials 
created for Company by Vendor as part of the Professional 
Services, as defined in Section 4.[ENGAGE LEGAL IF 
THERE IS A NEED TO OWN ANY OUTPUTS FROM THIS 
ENGAGEMENT] Unless otherwise set forth in the applicable 
Order Form, Vendor grants to Company a nonexclusive, 
worldwide, royalty free, irrevocable, perpetual license to use, 
execute, reproduce, display, perform, distribute copies of, and 
prepare derivative works of the Deliverables. For clarification 
and the avoidance of doubt, this is a subscription agreement 
for use of the SaaS Solution and not an agreement for sale. 
Except for the licenses granted by Vendor under this 
Agreement, as between Vendor and Company, Vendor owns 
all right, title, and interest in and to the SaaS Solution and 
Documentation, and all copies and portions thereof. Except 
as set forth in this Agreement, the parties do not, directly, by 

implication, or otherwise, grant to each other any rights or 
licenses, and neither party shall have any ownership rights in 
any intellectual or tangible property of the other. 

1.2. Authorized Users. Vendor shall supply Company with 
(or provide Company the ability to create) usernames and 
passwords that will permit Company’s Authorized Users to 
access the SaaS Solution. “Authorized User(s)” means the 
directors, officers, employees, partners, agents, advisers, 
independent contractors, and subcontractors of Company or 
its Affiliates, in each case as authorized by Company to use 
the SaaS Solution. To the extent Vendor provides a user-
based license, the number of user-based licenses will be 
detailed on the Order Form. Company may adjust the number 
of user-based licenses as needed to reflect the actual number 
of Authorized Users and/or transfer such licenses between 
Affiliates, when needed and without penalty.  

1.3. General Restrictions. Unless expressly permitted 
herein, Company shall not: (a) rent, lease, copy, provide 
access to, or sublicense the SaaS Solution to a third party; 
(b) reverse engineer, decompile, disassemble, or otherwise 
seek to obtain the source code to the SaaS Solution, except 
to the extent expressly permitted by applicable law (and then 
only upon advance notice to Vendor); or (c) remove or 
obscure any product identification, proprietary, copyright or 
other notices contained in the SaaS Solution (including any 
reports or data printed from the SaaS Solution). 

2. AFFILIATE ORDERING. Company may permit its 
Affiliates to use the SaaS Solution under any Order Form, 
provided that Company remains responsible for such 
Affiliates’ use under this Agreement. Alternatively, any 
Affiliates of Company may procure a license to use the SaaS 
Solution from Vendor under the terms and conditions of this 
Agreement, provided that such Affiliate enters into an Order 
Form for the SaaS Solution that references this Agreement 
(each such Order Form between an Affiliate of Company and 
Vendor, an “Affiliate Order Form”). Each Affiliate Order 
Form, together with any subsequent Affiliate Order Form 
entered into between such Company Affiliate and Vendor and 
the applicable terms of this Agreement shall constitute a 
separate contract between such Affiliate of Company and 
Vendor (each such contract, an “Affiliate Agreement”) and 
for purposes of such Affiliate Agreement, all references to 
Company herein shall be deemed to be references to such 
Company Affiliate. Vendor shall look solely to such Company 
Affiliate (and not to the original Company entity executing this 
Agreement or any other Affiliates) for satisfaction of any 
payment obligations, liability, and claims arising under or 
relating to any Affiliate Agreement without any claim to joint 
and several liability between Affiliates. “Affiliate” of Company 
means any entity that directly or indirectly (through one or 
more intermediaries) controls, is controlled by, or is under 
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common control with Company, where “control” means 
either the power to direct the management or affairs of the 
entity or ownership of fifty percent (50%) or more of the voting 
securities of the entity. Without limiting the generality of the 
foregoing, Affiliates of Company shall include all entities in 
which Company Enterprises, Inc. holds a fifty percent (50%) 
or greater direct or indirect (e.g., through one or more 
subsidiaries or Affiliates) interest. 

3. ACCEPTANCE OF SAAS SOLUTION. 

3.1. Acceptance Criteria. Prior to or concurrent with each 
Order Form, the parties shall mutually agree upon written 
acceptance criteria specifying the functional, performance, 
and integration requirements that the SaaS Solution must 
satisfy (the "Acceptance Criteria"). The Acceptance Criteria 
shall be documented in the applicable Order Form or an 
attachment thereto.  

3.2. Acceptance Testing. Following Vendor's delivery of the 
SaaS Solution (or applicable phase thereof), Company shall 
have a period of thirty (30) days (the "Acceptance Test 
Period") to conduct acceptance testing in Company's 
environment to verify that the SaaS Solution materially 
conforms to the Acceptance Criteria, Specifications, and 
Documentation. Company may reject the SaaS Solution by 
providing Vendor with written notice specifying any material 
non-conformities. Upon receipt of such notice, Vendor shall, 
at no additional cost to Company, promptly correct all 
identified material non-conformities and resubmit the SaaS 
Solution for retesting within fifteen (15) days. Company shall 
then have an additional fifteen (15) day period to verify 
correction of the identified non-conformities. 

3.3. Deemed Acceptance. If Company does not provide 
written notice of rejection within the Acceptance Test Period 
(or any applicable retest period), the SaaS Solution shall be 
deemed accepted ("Acceptance"). For clarity, Company's use 
of the SaaS Solution during the Acceptance Test Period for 
testing purposes shall not constitute Acceptance. 

3.4. Failure to Achieve Acceptance. If the SaaS Solution 
fails to achieve Acceptance after two (2) correction and retest 
cycles, Company may, at its option: (a) grant Vendor 
additional time to cure; (b) accept the SaaS Solution with an 
equitable adjustment to the fees; or (c) terminate the 
applicable Order Form and receive a full refund of all fees 
paid under such Order Form for the non-conforming SaaS 
Solution. 

3.5. Connected Device Acceptance. To the extent the 
SaaS Solution includes or interfaces with Connected 
Devices, acceptance of each Connected Device shall require 
successful commissioning (including physical installation, 
configuration, and network integration) and completion of a 
functional test demonstrating that the Connected Device 
operates in material conformity with the applicable 
Acceptance Criteria, Specifications, and Documentation 
under Company’s actual operating conditions. Company shall 
have a period of thirty (30) days following commissioning to 
conduct such functional testing. The rejection, correction, 
deemed acceptance, and failure-to-achieve-acceptance 

provisions of Sections 3.2 through 3.4 shall apply to 
Connected Device acceptance, mutatis mutandis. 

4. SUPPORT; SERVICE LEVELS. During the Term, 
Vendor shall provide Company with technical support and 
maintenance for the SaaS Solution in accordance with the 
service level requirements set forth on Exhibit II, (the 
“Support Services”). Vendor may provide professional 
services, such as implementation, development, design, 
testing, deconversion, project management, and consulting 
(the “Professional Services”) to Company as further 
specified in the applicable Order Form.  

4.1. Updates to Connected Devices. To the extent the 
SaaS Solution includes or interfaces with connected devices, 
sensors, or equipment (each, a “Connected Device”), the 
following shall apply to all Releases, firmware updates, and 
other modifications delivered to such devices (each, an 
“Update”): 

(a) Security and Critical Updates. Vendor may deploy 
Updates that address security vulnerabilities or critical 
defects promptly; provided that Vendor shall notify Company 
in writing of each such Update, including a description of the 
vulnerability or defect addressed, no later than concurrently 
with deployment. 

(b) Feature and Behavior Updates. Updates that add, modify, 
or remove features or functionality, or that change device 
behavior (other than security and critical Updates under 
subsection (a)), shall require at least fifteen (15) days’ 
advance written notice to Company, including a changelog 
describing the changes. For devices designated by Company 
as operationally critical, Vendor shall coordinate scheduling 
of such Updates with Company to avoid disruption to 
Company’s operations and shall provide a rollback path 
enabling Company to revert to the prior version if the Update 
causes material issues. 

(c) No Degradation of Functionality. No Update shall remove, 
disable, or degrade base functionality of the SaaS Solution 
that Company relies upon, or impose additional fees or 
restrictions on features or capabilities previously included in 
Company’s subscription. In the event an Update causes a 
material defect or regression in the SaaS Solution, Vendor 
shall promptly remediate the issue at no additional cost to 
Company. 

(d) Hardware Ownership and Firmware License. To the extent 
Company purchases or otherwise acquires connected 
devices, sensors, or equipment from or through Vendor in 
connection with the SaaS Solution, Company shall own all 
right, title, and interest in and to such hardware and all data 
generated thereby. Vendor hereby grants to Company a 
perpetual, irrevocable, royalty-free, non-exclusive license to 
all embedded software, firmware, and device-level code 
installed on or necessary for the operation of such hardware 
for the operational life of the device. Such license shall 
survive expiration or termination of this Agreement for any 
reason. Vendor shall not remotely disable, feature-gate, or 
otherwise restrict base functionality of any such hardware, 
nor condition continued operation of base device functionality 
on payment of any ongoing subscription, maintenance, or 
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other recurring fee. Only genuinely optional cloud-based 
features and services (i.e., features that are not required for 
the device to perform its core intended function) may be 
offered on a subscription basis, and such optional cloud 
features shall be clearly identified and separated from base 
device operation in the applicable Order Form. 

(e) Device Security. Vendor shall implement and maintain 
reasonable device-level security measures for all Connected 
Devices, including, at a minimum: (i) secure boot processes 
that prevent execution of unauthorized firmware or software; 
(ii) authenticated and integrity-verified update mechanisms 
ensuring that only authorized Updates are installed; and (iii) 
timely vulnerability patching in accordance with subsection 
(a) above. 

(f) Committed Security-Support Period. For each Connected 
Device, Vendor shall commit to providing security updates, 
vulnerability patches, and support for a minimum period 
appropriate to the device’s expected operational lifespan, as 
specified in the applicable Order Form (the “Security-Support 
Period”). In no event shall the Security-Support Period be less 
than the initial term of the applicable Order Form. 

(g) End-of-Support. Vendor shall provide Company with at 
least twelve (12) months’ advance written notice before the 
end of the Security-Support Period or before discontinuing 
security support for any Connected Device model (“End-of-
Support Notice”). During the period between End-of-Support 
Notice and the end of support, Vendor shall continue to 
provide security patches for known critical and high-severity 
vulnerabilities. Upon end of support, Vendor shall deliver a 
final secure firmware version incorporating all available 
patches and provide documentation sufficient to enable 
Company to continue safe operation of the Connected 
Device. Where a Connected Device retains operational value 
after end of support, Vendor shall ensure the device supports 
a local or offline operating mode that preserves core device 
functionality without requiring connectivity to Vendor’s hosted 
platform. 

5. CONTENT AND DATA.  

5.1. Data Definitions. As used in this Agreement: (a) 
“Company Data” means all data and information provided, 
inputted, uploaded, transmitted, generated by, or collected 
from or on behalf of Company, its Affiliates, or their users, 
equipment, sensors, or machines in connection with the 
Services, including, without limitation, user-inputted data, 
sensor data (e.g., moisture, temperature), and machine-
generated data (e.g., telematics and performance data); and 
(b) “Derived Data” means any data, information, output, or 
work product derived from, generated from, or based on 
Company Data, including, without limitation, summaries, 
aggregations, insights, forecasts, analyses, benchmarks, and 
recommendations. 

5.2 Company Data. Company shall retain exclusive 
ownership of all rights and title in and to any and all Company 
Data. For avoidance of doubt, Company Data shall include, 
without limitation, all data generated or supplied by 
Company’s subscribers or customers. During the Term, 
Vendor is provided a limited license to the Company Data for 

the sole and exclusive purpose of providing the SaaS 
Solution to Company in accordance with the terms of this 
Agreement. Company Data shall be Company’s Confidential 
Information (as defined below), provided, however, that the 
exclusion of any Company Data from the definition of 
Confidential Information shall not limit, modify, or waive any 
other restrictions, obligations, or protections applicable to 
such data under this Agreement. Vendor shall not use, sell, 
rent, transfer, distribute, or otherwise disclose or make 
available Company Data (including Company Data that is 
aggregated and/or anonymized by, at the direction of, or on 
behalf of, Vendor if expressly authorized by Company 
hereunder) for Vendor’s own purposes or for the benefit of 
any person or entity other than Company without Company’s 
prior written consent expressly authorizing the specific use 
and/or disclosure in each instance. Vendor shall not combine 
the Company Data with data or information of Vendor or any 
of Vendor’s other customers. For clarity and the avoidance of 
doubt, Vendor must not reconfigure, de-identify, or aggregate 
Company Data, including, but not limited to any Company 
subscriber or customer data.  

5.3. Ownership of Data. As between the parties, Company 
is and shall remain the sole and exclusive owner of all right, 
title, and interest in and to all Company Data and all Derived 
Data, including all intellectual property rights therein. To the 
extent any right, title, or interest in or to any Company Data or 
Derived Data vests in Vendor or its employees, agents, and 
subcontractors by operation of law or otherwise, Vendor hereby 
irrevocably assigns, transfers, and conveys, and shall cause its 
employees, agents, and subcontractors to assign, transfer, and 
convey, all such right, title, and interest to Company. Vendor is 
granted only a limited, non-exclusive, non-transferable, non-
sublicensable, revocable license to access and use Company 
Data and Derived Data solely to the extent necessary to 
perform the SaaS Solution and Professional Services for 
Company during the Term, and shall have no right to retain, 
use, or exploit any Company Data or Derived Data for any 
other purpose. 

Without limiting the foregoing, Company shall have the 
unrestricted right to use, copy, export, license, and sublicense 
all Company Data and Derived Data, including the right to use 
such data within Company’s ecosystem and with its Affiliates, 
without any restriction or additional consent from Vendor. 

5.4 Restrictions on Vendor Use of Company Data. 
Notwithstanding any other provision of this Agreement, Vendor 
shall not, and shall not permit any of its employees, agents, 
subcontractors, Affiliates, successors, or any third party to, 
directly or indirectly: (i) use, aggregate, combine with other 
data, monetize, sell, license, or otherwise commercialize 
Company Data or Derived Data; (ii) use Company Data or 
Derived Data to train, develop, validate, fine-tune, test, or 
improve any artificial intelligence or machine learning model, 
algorithm, product, or service, whether of Vendor or any third 
party; (iii) use Company Data or Derived Data to develop, 
improve, enhance, or benchmark any product, service, or 
offering of Vendor or any third party; or (iv) disclose, share, 
transfer, or make available Company Data or Derived Data to 
any third party. The de-identification, anonymization, 
pseudonymization, or aggregation of Company Data or 
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Derived Data shall not relieve Vendor of any of the foregoing 
restrictions. 

To the extent the SaaS Solution includes any artificial 
intelligence or machine learning feature or capability, such 
feature or capability shall operate on an inference-only basis 
with respect to Company Data and Derived Data, shall not 
retain any Company Data or Derived Data in any model, and 
Vendor shall ensure that any third-party model provider used 
in connection with the SaaS Solution is contractually 
prohibited from training on, retaining, or using Company Data 
or Derived Data as inputs for model training, fine-tuning, or 
improvement. Upon Company’s request, Vendor shall 
provide written attestation or evidence of compliance with this 
provision. 

5.5 Data Extraction, Portability, and Termination 
Assistance. At any time during the Term and for a period of at 
least ninety (90) days following expiration or termination of this 
Agreement or any Order Form for any reason, Company shall 
have the right, on reasonable terms and at no additional cost 
to Company, to access, export, extract, and transfer all 
Company Data and Derived Data in a documented, non-
proprietary, machine-readable format, including via application 
programming interface (API) or other commercially reasonable 
means designated by Company. Without limiting the foregoing, 
to the extent the SaaS Solution involves connected devices, 
sensors, or equipment, Vendor shall ensure that all device-
generated telemetry and sensor data is accessible to Company 
directly via local device access and/or standard-format data 
export, and shall not be accessible solely through Vendor's 
hosted cloud platform. Upon Company’s request, Vendor shall 
provide reasonable termination assistance at no additional 
cost to Company, including cooperating in good faith with the 
orderly transition of the SaaS Solution and Professional 
Services, Company Data, and Derived Data to Company or its 
designated successor provider. Within thirty (30) days after 
expiration or termination of this Agreement or the applicable 
Order Form (or such earlier date as Company may request in 
writing), Vendor shall, at Company’s option, return to Company 
and/or securely destroy all Company Data and Derived Data in 
Vendor's or its employees', agents', and subcontractors' 
possession or control, and shall promptly certify such return 
and destruction in writing to Company. 

The rights set forth in this Section 5.5, including the right to 
access, export, and transfer Company Data and Derived 
Data, shall survive any bankruptcy, receivership, insolvency, 
or cessation of operations by Vendor, and Vendor shall 
ensure that its hosting and backup arrangements permit 
Company to exercise such rights notwithstanding any such 
event. 

5.6 Transmittal of Data. Vendor represents and warrants 
that: (a) Vendor does not require, and is not authorized to, 
access Company’s systems to “pull” or extract data or 
information and (b) the SaaS Solution supports that all data 
to be provided by Company under this Agreement shall be 
transmitted by Company (and/or its Affiliates or agents) to 
Vendor. Any access to Company’s systems by Vendor or any 
agent or contractor of Vendor shall be subject to Company’s 
then-current systems access terms and conditions, including 

without limitation, all applicable Company security and anti-
circumvention policies. 

5.7. No Personal Information. Vendor shall promptly notify 
Company if it becomes aware that any information that can be 
used to identify, relate to, describes, is capable of being 
associated with, or could reasonably be linked, directly or 
indirectly, with a particular consumer or household (“Personal 
Information”) is made available to Vendor by or on behalf of 
Company.  

5.8 Data Protection and Information Security. Vendor 
certifies that it is in compliance with all applicable laws, rules, 
regulations, decrees, statutes, or other enactment, order, 
mandate or resolution relating to AI, machine learning, data 
security, data protection and/or privacy (“Privacy Laws”) 
relative to Confidential Information disclosed to Vendor 
hereunder, including the Company Data, and that it has 
implemented and currently maintains an information security 
program designed to protect such Confidential Information. 
Vendor’s information security program shall comply with 
Company’s Data Protection and Information Security (“DPIS”) 
requirements set forth on Exhibit III, attached hereto. To the 
extent Vendor processes any Personal Information on behalf 
of Company, Vendor shall process such Personal Information 
solely in accordance with Company's documented instructions, 
comply with all Privacy Laws applicable to such processing, 
and promptly notify Company of any actual or reasonably 
suspected breach of security affecting Personal Information. 
Vendor shall notify Company where, in Vendor's reasonable 
judgment, the lawful use of the SaaS Solution depends on 
Company's configuration, settings, or inputs. 

5.9 Subprocessors and Third-Party Model Providers. 

(a) Vendor shall maintain and provide to Company upon 
request a current list of all subprocessors (including any third-
party artificial intelligence or machine learning model 
providers) that access, process, store, or receive Company 
Data or Derived Data in connection with the SaaS Solution 
(the “Subprocessor List”). 

(b) Vendor shall provide Company with at least thirty (30) 
days’ prior written notice of any intended addition of, or 
replacement of, a subprocessor on the Subprocessor List. 
Company shall have the right to object to any new or 
replacement subprocessor by providing written notice to 
Vendor within such thirty (30) day period. If Company objects, 
Vendor shall not engage the proposed subprocessor with 
respect to Company Data or Derived Data, and the parties 
shall cooperate in good faith to identify a mutually acceptable 
alternative. 

(c) Vendor shall enter into a written agreement with each 
subprocessor that imposes obligations no less protective of 
Company Data and Derived Data than those imposed on 
Vendor under this Agreement, including, without limitation, 
the confidentiality, data security, and restrictions on use of 
Company Data set forth in Sections 5 and 10 (including the 
prohibition on using Company Data or Derived Data to train, 
develop, validate, fine-tune, test, or improve any artificial 
intelligence or machine learning model, algorithm, product, or 
service). 
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(d) Vendor shall remain fully responsible and liable for the 
acts and omissions of each subprocessor as if such acts and 
omissions were those of Vendor. The use of any 
subprocessor shall not relieve Vendor of any of its obligations 
under this Agreement. 

6. FEES AND PAYMENT. All fees are as set forth in the 
applicable Order Form. Unless otherwise indicated in the 
applicable Order Form, Company shall pay all undisputed 
fees to Vendor within sixty (60) days after receipt of Vendor’s 
line-item invoice. Company may dispute in good faith any 
fees, expenses, or other charges invoiced or otherwise 
asserted by Vendor (“Disputed Fees”). Company shall be 
entitled to withhold payment of any Disputed Fees pending 
resolution of the applicable dispute, and such withholding 
shall not constitute a breach or default of this Agreement by 
Company. Vendor shall not suspend, terminate, degrade, or 
otherwise limit Company's access to or use of the SaaS 
Solution as a result of any good-faith dispute regarding fees. 
Company may deduct from, setoff, or apply against the fees, 
any amount that should be paid to Company or 
credited/reimbursed by Vendor pursuant to this Agreement or 
an Order Form. Fees shall abate on a pro-rata basis for any 
period during which the SaaS Solution is unavailable due to 
Vendor’s failure to meet the Availability Commitment set forth 
in Exhibit II, and such abatement shall be in addition to any 
Service Credits. The pricing for any Renewal Term (as 
defined in Section 7.1) shall not increase by more than two 
percent (2%) for each fee category, and Vendor shall provide 
Company with at least sixty (60) days' prior written notice of 
any such increase.. Company is responsible for taxes 
applicable and required for Company to pay as the customer, 
such as any sales, use, GST, value-added withholding, or 
similar taxes or levies, whether domestic or foreign, other 
than taxes based on the income of Vendor. Vendor 
acknowledges and agrees that it shall not pass through any 
additional costs or expenses, including but not limited to 
tariffs, duties, customs clearance costs, or other import/export 
related costs without Company’s prior written consent in each 
instance and under no circumstances shall Company be 
responsible for the payment of any tariffs, duties, customs 
clearance costs, or other import/export related costs and any 
designation on any Vendor document that shifts such 
obligation on Company shall be null and void.   

7. TERM; TERMINATION. 

7.1. Term. This Agreement shall commence on the 
Effective Date and continue until terminated pursuant to 
Section 7.2 (the “Term”). Further, either party may terminate 
this Agreement on thirty (30) days’ prior written notice to the 
other party if no Order Form(s) have been in effect for a period 
greater than twelve (12) months. The term of any Order Form 
shall be set forth in the Order Form and, unless otherwise 
stated in the Order Form, is renewable by Company upon 
written notice to Vendor of Company’s intent to renew prior to 
the end of the current Order Form term (a “Renewal Term”).  

7.2. Termination. Either party may terminate this 
Agreement and/or any outstanding Order Forms: (i) if the 
other party materially breaches this Agreement and does not 
cure such breach within thirty (30) days of receipt of written 
notice of such breach from the non-breaching party or (ii) in 

the event the other party files or has filed against it any 
bankruptcy or similar proceeding or enters into any form of 
arrangement with its creditors (provided such filing is not 
removed within sixty (60) days thereof). Additionally, 
Company may terminate this Agreement or any Order Form(s) 
at any time during the Term for any reason upon thirty (30) days 
prior written notice to Vendor. Vendor will continue to provide 
access to the SaaS Solution pursuant to the terms and 
conditions of this Agreement and the applicable Order Form 
and the obligations of each party shall remain until termination 
or expiration of such Order Form. Subject to Section 6, 
Company will pay Vendor the undisputed fees for the SaaS 
Solution satisfactorily performed by Vendor under such 
expired or terminated Order Forms through the effective date 
of such expiration or termination. 

7.3. Transition Services. Notwithstanding anything to the 
contrary contained in this Agreement, at Company’s 
discretion and upon written notice to Vendor, Vendor shall 
continue to provide the SaaS Solution terminated pursuant to 
this Section 7 for a period of time not to exceed six (6) months 
(the “Transition Period”) and shall also provide Company 
with reasonable assistance in transitioning any Company 
Data to Company or an alternate provider of the SaaS 
Solution. At the end of the Transition Period, Vendor shall (i) 
provide Company with an itemized invoice for the SaaS 
Solution provided during the Transition Period, with fees not 
to exceed the same prorated rates as set forth in the 
applicable Order Form; and (ii) at Company’s option, return 
to Company and/or securely destroy all Company Data in 
Vendor’s or its employees’, agents’, or subcontractors’ 
possession or control, and shall promptly certify such return 
and destruction in writing to Company. 

7.4. Post-Termination Connected Device Support. To the 
extent the SaaS Solution includes or interfaces with 
connected devices, sensors, or equipment, Vendor shall, for 
a period of two (2) years following the effective date of 
expiration or termination of this Agreement or the applicable 
Order Form, continue to provide security patches and 
firmware updates necessary to maintain the safe and secure 
operation of such devices and equipment, and shall make 
available replacement parts and components on 
commercially reasonable terms. This obligation shall survive 
expiration or termination of this Agreement. 

8. REPRESENTATIONS AND WARRANTIES.  

8.1. Vendor represents, warrants, and covenants: (1) it is a 
legal entity duly organized, validly existing and in good 
standing under the laws of the State of its incorporation or 
formation and that it has obtained and shall maintain the 
power and authority to enter into and perform the Agreement; 
(2) it is not a party to any agreement that would prohibit or 
restrict it from performing its obligations under this 
Agreement; (3) it is not a party to any pending litigation, the 
resolution of which would be reasonably likely to adversely 
affect its ability to fully perform its obligations under this 
Agreement; (4) it is the sole owner of the SaaS Solution or 
that it has obtained and will maintain adequate rights, 
licenses, and authorizations thereto as required for Vendor’s 
performance hereunder; (5) if the SaaS Solution includes any 
open source code, Vendor has complied with (and shall 



                                                                                                                 

COX FARMS CONFIDENTIAL & PROPRIETARY INFORMATION  Last Updated June 2026 
 

continue to comply with) all of the terms of the licenses 
applicable to the open source code included in the SaaS 
Solution at its sole cost; (6) the SaaS Solution does not 
infringe, contributorily infringe or misappropriate any 
intellectual property or proprietary right of any third party; (7) 
the SaaS Solution will be provided and perform in material 
conformity with this Agreement and the then-current 
Documentation; (8) the Professional Services, if applicable, 
will be performed in a professional, workmanlike manner by 
an adequate staff knowledgeable about the services; and (9) 
the SaaS Solution will not directly or indirectly: (i) violate any 
applicable law, statute, ordinance or regulation (including, 
without limitation, the Privacy Laws and the laws and 
regulations governing export control, unfair competition, anti-
discrimination or false advertising), or (ii) contain any known 
viruses, trojan horses, worms, time bombs, cancel bots or 
other computer programming routines that damage (or are 
intended to damage), detrimentally interfere with, 
surreptitiously intercept or expropriate any system, data, or 
personal information.  

8.2. DISCLAIMER. EXCEPT AS EXPRESSLY PROVIDED 
IN THIS AGREEMENT OR ANY ORDER FORM, NEITHER 
PARTY MAKES ANY REPRESENTATIONS OR 
WARRANTIES, EXPRESS OR IMPLIED, INCLUDING ANY 
IMPLIED WARRANTIES OF MERCHANTABILITY OR 
FITNESS FOR A PARTICULAR PURPOSE OR ANY OTHER 
KIND WHATSOEVER. 

9. INDEMNIFICATION; LIMITATION OF LIABILITY. 

9.1. By Vendor. Vendor, at its own expense, shall indemnify, 
defend, and hold harmless Company, its subsidiaries, Affiliates, 
and assigns, and its and their directors, officers, members, 
managers, partners, shareholders, employees, advisors and 
agents (each an “Indemnified Party” and collectively, the 
“Indemnified Parties”) from and against any and all losses, 
damages, liabilities, claims, awards, interest, and costs or 
expenses of whatever kind, including attorneys’ fees, incurred 
by an Indemnified Party arising out of or relating to any claim, 
suit, action or proceeding by a third party to the extent arising 
out of or related to: (i) any actual, alleged, or contributory 
patent or copyright infringement, misappropriation of 
confidential information or violation of other intellectual or 
proprietary rights or licenses, including, without limitation, 
trademark or trade secret rights related to the SaaS Solution; 
(ii) any breach or alleged breach by Vendor (including any 
officer, director, employee, agent, other representative, 
subsidiary, affiliate, or any other person or entity acting on 
behalf or at the direction of Vendor (“Vendor 
Representatives”)) of any representation, warranty, covenant, 
agreement, provision or obligation under this Agreement, 
including, without limitation, the DPIS; (iii) any willful, intentional 
or negligent action or failure to act by Vendor or Vendor 
Representatives; or (iv) to the extent the SaaS Solution 
includes or interfaces with Connected Devices, any bodily 
injury, death, or damage to tangible property caused by a 
defect in any Connected Device or its embedded software or 
firmware.  

9.2. Infringement. If the SaaS Solution, Deliverables, if 
applicable, or Documentation, or any portion thereof, is held, 
or in Vendor’s reasonable, good faith judgment is likely to be 

held, to infringe the rights of any third party, Vendor may, 
within a reasonable time (not to exceed thirty (30) days, at 
Vendor’s option), either: (i) secure for Company, at Vendor’s 
sole expense, the right to continue the use of such infringing 
item; or (ii) replace such item, at Vendor’s sole expense, with 
a substantially equivalent non-infringing item or modify such 
item (without materially adversely affecting the functions or 
features of such item) so that it becomes non-infringing. If 
Vendor, despite its diligent efforts, is unable to procure for 
Company the right to continue to use the allegedly infringing 
item or to replace the allegedly infringing item as provided in 
the preceding sentence, Vendor shall refund to Company the 
amount paid by Company to Vendor for the allegedly 
infringing item. If the allegedly infringing item is functionally 
tied to any other item provided by Vendor to Company under 
this Agreement, such that the value to Company of such other 
item is materially diminished by the discontinued use of the 
allegedly infringing item, then the Company, at its discretion, 
may elect to cease using that related item, in which case 
Vendor, within thirty (30) days after receipt of such notice, 
shall refund to Company (without reduction, abatement or 
set-off) all payments made to it by Company for such 
cancelled item.  

9.3. Indemnification Process. The Indemnified Party shall 
notify Vendor promptly in writing of any claim for which it 
seeks indemnification, and the Indemnified Party and Vendor 
shall cooperate in the defense of such claim, at Vendor’s 
expense; provided, however, that the failure of the 
Indemnified Party to provide timely notice pursuant to this 
Section 9.3 shall not relieve Vendor of any indemnification 
obligations hereunder except to the extent that such delay 
results in material prejudice to Vendor. Notwithstanding 
anything to the contrary herein, the Indemnified Party may 
retain separate counsel at its own expense to monitor or 
participate in the defense of any third party claim for which 
such Indemnified Party is seeking indemnification from 
Vendor. Vendor shall not, without the prior written consent of 
the Indemnified Party (such consent not to be unreasonably 
withheld), settle any third party claim for which such 
Indemnified Party is seeking indemnification from Vendor. 

9.4. Limitation of Liability. EXCEPT WITH REGARD TO 
VENDOR’S INDEMNIFICATION OBLIGATIONS AND FOR 
CLAIMS ARISING OUT OF BREACHES OF THE DATA 
PROTECTION AND INFORMATION SECURITY 
PROVISIONS OR THE CONFIDENTIALITY PROVISIONS 
SET FORTH HEREIN, OR CLAIMS ARISING FROM A 
PARTY'S GROSS NEGLIGENCE OR WILLFUL 
MISCONDUCT (COLLECTIVELY, THE “EXEMPT CLAIMS”), 
IN NO EVENT WILL EITHER PARTY BE LIABLE TO THE 
OTHER FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, 
PUNITIVE OR INCIDENTAL DAMAGES, WHETHER BASED 
ON BREACH OF CONTRACT, TORT (INCLUDING 
NEGLIGENCE), OR ANY OTHER LEGAL THEORY, EVEN IF 
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, AND 
OTHER THAN THE EXEMPT CLAIMS ABOVE, NEITHER 
PARTY’S LIABILITY TO THE OTHER PARTY UNDER THIS 
AGREEMENT WILL EXCEED THE AMOUNTS PAID OR 
PAYABLE BY COMPANY TO VENDOR UNDER THIS 
AGREEMENT DURING THE TWELVE (12) MONTH 
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PERIOD IMMEDIATELY PRECEDING THE EVENT GIVING 
RISE TO THE CLAIM. 

10. CONFIDENTIALITY/PRIVACY. 

10.1 Definition. “Confidential Information” means (a) for 
Company, all information (regardless of the form transmitted), 
relating to Company, its customers or potential customers, 
which is disclosed to, observed by, or otherwise accessed 
directly or indirectly by Vendor or its personnel or contractors 
in connection with Vendor’s performance under the 
Agreement including, without limitation, the Company Data; 
(b) for Vendor, any Vendor software, screen displays, user 
interfaces, web applications, and Documentation (except for 
any Documentation that is publicly available); and (c) any 
information designated as confidential by either party (the 
“Disclosing Party”) or in relation to which its confidentiality 
should by its nature be inferred, whether obtained or 
disclosed verbally or in writing, including the terms of this 
Agreement. Confidential Information will not include 
information that the party receiving the Confidential Information 
(“Receiving Party”) can demonstrate: (a) is or becomes 
generally known to the public not as a result of a disclosure by 
the Receiving Party in violation of this Agreement; (b) is 
rightfully in the possession of the Receiving Party prior to 
disclosure by the Disclosing Party; (c) is received by the 
Receiving Party in good faith and without restriction from a third 
party, not under a confidentiality obligation to the Disclosing 
Party and having the right to make such disclosure; or (d) can 
be shown by evidence was developed independently by or on 
behalf of the Receiving Party without the use of any 
Confidential Information of the Disclosing Party.  

10.2 Restrictions. Each party (a) shall keep all Confidential 
Information of the other party in strict confidence, using such 
degree of care as is appropriate to avoid unauthorized use or 
disclosure (but in no event shall either party use less than all 
diligent and good faith efforts to safeguard the confidentiality 
of Confidential Information); (b) shall not, directly or indirectly, 
disclose any Confidential Information to any third party, 
except with the Disclosing Party’s prior written consent in 
each instance; (c) shall not make use of any Confidential 
Information for its own purposes (except as necessary to 
make use of the SaaS Solution or otherwise fulfill its 
obligations under this Agreement) or for the benefit of anyone 
other than the Disclosing Party; and (d) upon the expiration 
or termination of this Agreement, or at any time upon the 
written request of the Disclosing Party, shall promptly return 
or, at the Disclosing Party’s option, destroy all memoranda, 
notes, records, reports, media, and other documents and 
materials (and all copies thereof) regarding or including any 
Confidential Information that the Receiving Party may then 
possess or have under its control. 

10.3 Permitted Disclosure. Notwithstanding anything in this 
Agreement to the contrary, the Receiving Party may disclose 
Confidential Information to its employees and agents having 
a need to know such information in connection with fulfilling 
its obligations pursuant to this Agreement and who are bound 
by obligations of confidentiality consistent with those set forth 
in this Section 10. The Receiving Party may disclose 
Confidential Information to the limited extent required by law; 
provided, however, that the Receiving Party notifies the 

Disclosing Party in writing in advance of such disclosure (if 
permitted by law to do so) and provides the Disclosing Party 
with copies of any related information so that the Disclosing 
Party may take appropriate action to protect the Confidential 
Information. 

10.4 Remedies. Each party understands and agrees that, 
notwithstanding any other provision of this Agreement, 
breach of the confidentiality obligations under this Agreement 
may cause the other party irreparable damage for which 
recovery of money damages would be inadequate, and that 
each party shall therefore be entitled to obtain timely 
injunctive relief to protect such party’s rights under this 
Agreement in addition to any and all remedies available at 
law.  

10.4 Remedies. Each party understands and agrees that, 
notwithstanding any other provision of this Agreement, 
breach of the confidentiality obligations under this Agreement 
may cause the other party irreparable damage for which 
recovery of money damages would be inadequate, and that 
each party shall therefore be entitled to obtain timely 
injunctive relief to protect such party's rights under this 
Agreement in addition to any and all remedies available at 
law.  
 
10.5 Survival. The obligations of each party under this 
Section 10 shall survive expiration or termination of this 
Agreement for a period of three (3) years; provided, however, 
that with respect to any Confidential Information that 
constitutes a trade secret under applicable law, such 
obligations shall continue for so long as such information 
remains a trade secret. 

11. INSURANCE. Vendor shall maintain in force during the 
Term and for not less than two (2) years thereafter (and not less 
than four (4) years thereafter for any claims-made insurance) 
the insurance coverages in at least the amounts indicated in 
Exhibit IV hereto. [MAY REQUIRE RISK MANAGEMENT 
ADVICE.] 

12. Company Policies. Vendor represents and warrants 
that it will comply with Company’s published policies, 
standards, and terms, which are located at the URL 
coxenterprises.com/about-us/suppliers under the tab 
“Supplier Contract Terms”, or such other link provided by 
Company from time to time, which are incorporated herein 
(the “Company Online Policies”). Company may add to or 
modify the Company Online Policies at any time and Vendor 
will be responsible for continuing to comply with all such 
modifications. If Vendor determines that updates or changes 
to the Company Online Policies will cause a material impact 
to the costs of Vendor’s performance under this Agreement 
or the Vendor is otherwise not capable of complying with the 
Company Online Policies as modified, Vendor shall promptly 
notify Company of the issue in writing and the parties will 
discuss in good faith how to mitigate the impact of any 
changes to enable Vendor to comply. Vendor’s compliance 
with the Company Online Policies is a material term of this 
Agreement and Company may terminate this Agreement 
and/or any Order Form for violations. 
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13. GENERAL. 

13.1. Relationship of the Parties. This Agreement is not 
intended to create, and does not create any partnership, joint 
venture, agency, fiduciary, employment, or other relationship 
between the parties, beyond the relationship of independent 
parties to a commercial contract. Neither party is, nor will 
either party hold itself out to be, vested with any authority to 
bind the other party contractually, or to act on behalf of the 
other party as a broker, agent, or otherwise. 

13.2. No Publicity. Vendor shall not use Company’s name, or 
any trademark, service mark, trade name, logo or other 
commercial or product designations of Company for any 
purpose without the prior written consent of Company in each 
instance. Vendor shall not, without the prior written approval 
of the Company, make any public statement, press release, 
presentation, or other announcement relating to the existence 
or terms of this Agreement or referring to any business 
relationship with Company. 

13.3. Notices. Any notice must be written and will be deemed 
delivered on the next business day if delivered by a reliable 
overnight delivery service, such as Federal Express, or by 
email (with confirmation of receipt), and sent to the other party 
at the notice addresses set forth in the signature block. 
Notwithstanding the foregoing, notices relating to security 
incidents, suspension of access, non-renewal, termination, or 
price increases must be delivered directly to the receiving 
party’s notice contact and shall not be deemed given solely 
by means of an in-product posting or notification within the 
SaaS Solution. 

13.4. Compliance with Laws. Each party shall comply with 
all laws, rules, and regulations applicable to its performance 
of its respective obligations under this Agreement Without 
limiting the foregoing, Vendor shall comply with any export or 
import control laws and regulations that are applicable to 
Vendor’s business and/or to the provision of the SaaS 
Solution to Company and its Affiliates hereunder.  

13.5. Responsible Supply Chain. Vendor represents and 
warrants that it has and will maintain a responsible supply 
chain organization in all respects, including, without limitation, 
ensuring (i) only a legally allowed SaaS Solution (including any 
components and materials thereof) are provided to Company 
and (ii) appropriate treatment of people that create, produce, or 
deliver the SaaS Solution. Vendor shall not directly or indirectly 
provide any SaaS Solution (including any components and 
materials thereof) from any country, person, or entity that is 
subject to U.S. or other applicable law that restricts 
transactions with specific foreign entities, persons, or countries 
and Vendor shall not, in any way, provide to Company “covered 
telecommunications equipment or services” (as that phrase is 
defined in FAR 52.204-25 and the FCC’s Covered List 
(https://www.fcc.gov/supplychain/coveredlist)) as a substantial 
or essential component, or as critical technology, of any 
equipment, system, or service. Prohibited telecommunications 
equipment or services includes equipment, products, or 
services produced by the entities listed in the same FAR 
provision, the FCC’s Covered List, or as further defined in other 
regulations. If any SaaS Solution (including any component or 
material thereof) is determined by Company to be prohibited or 

restricted by applicable law (“Restricted Products”), Vendor 
shall be responsible for the replacement or return for a full 
refund (at Company’s sole election) of the Restricted Products 
and all costs associated with such replacement or return, 
including shipping and labor costs. 

13.6. Force Majeure. Any party to this Agreement will be 
excused from performance under this Agreement for any 
period of time that the party is prevented from performing its 
obligations under this Agreement due to a fire, earthquake, 
flood, explosion, accident, difference with or inability to secure 
workmen, lack of facilities, an act of God or of any public 
enemy, voluntary or involuntary compliance with any valid law, 
order, regulation, request, or recommendation of any 
government agency or authority, lack of transportation, or other 
unforeseeable causes beyond the control of either party 
whether or not of the kind or nature hereinbefore specified, and 
not otherwise due to such party’s negligence. Notwithstanding 
any statements to the contrary, in no event shall an increase in 
tariffs, duties, customs clearance costs or other import/export 
related activity or any economic hardship be deemed a force 
majeure event, or a basis for otherwise adjusting Vendor’s 
pricing or excusing Vendor of its obligations hereunder. In the 
event of such failure or delay, a party shall be excused from 
performance only during the period in which it is affected and 
only if it is using reasonable commercial efforts to mitigate or 
eliminate the cause of such delay or its effects and, if events in 
the nature of the force majeure event were reasonably 
foreseeable, used commercially reasonable efforts prior to its 
occurrence to anticipate and avoid its occurrence or effect. 
Company shall have no obligation to pay for any services that 
are not performed by Vendor as a result of a force majeure 
event. Each party shall notify the other in writing promptly of 
any such failure or delay in, and the effect on, its performance. 
Such non-performance will not constitute grounds for breach. 
If Services are not re-instituted within ten (10) days after the 
date Vendor is prevented from performing its obligations 
aforesaid, Company may terminate this Agreement without 
penalty, promptly receive a refund for any prepaid unused fees 
for services not yet rendered, and Company shall not be 
required to pay any fees for services not rendered. 

13.7. Miscellaneous. This Agreement shall be governed by 
and construed in accordance with the laws of the State of 
Georgia without regard to principles of conflicts of laws. The 
sole jurisdiction and venue for any litigation arising out of or 
relating to this Agreement will be an appropriate state or 
federal court located in Fulton County, Georgia. Any 
obligations that by their nature would continue beyond 
expiration, termination or cancellation of this Agreement shall 
survive any such expiration, termination, or cancellation. If 
any provision of this Agreement is held to be invalid, illegal, or 
unenforceable by a court of competent jurisdiction, such 
provision will be deemed restated, in accordance with 
applicable law, to reflect as nearly as possible the original 
intentions of the parties, and the remainder of the Agreement 
will remain in full force and effect. Company may, not more 
than once per year, upon written notice to Vendor, audit (or 
retain a third party to audit) the books and records of Vendor 
related to its compliance with any provisions of this 
Agreement. Vendor shall undertake any additional actions 
and execute any additional documents necessary or 

https://www.fcc.gov/supplychain/coveredlist
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advisable to complete the transaction contemplated herein. 
All remedies, rights, undertakings, obligations, and 
agreements in this Agreement are cumulative and none limit 
any other remedy, right, undertaking, obligation or agreement 
of either party. All waivers must be in writing and signed by 
the duly authorized representative of the waiving party. No 
failure or delay by either party in exercising any right, power, 
or remedy under this Agreement shall operate as a waiver 
thereof, nor shall any single or partial exercise of any such 
right, power, or remedy preclude any other or further exercise 
thereof or the exercise of any other right, power, or remedy. 
With respect to the subject matter hereof, this Agreement and 
all attachments and exhibits thereto set forth the entire 
agreement and understanding of the parties and supersedes 
any prior or contemporaneous understanding, written or oral, 
between the parties. No click-through, unsigned, or web-
linked terms and conditions, policy, or the like (including any 
vendor or third party policies and/or any updates to the 
foregoing) provided by Vendor or required to be clicked, 
signed or otherwise accepted before using Vendor provided 
products and services shall apply to Company, the 
Agreement, or the transactions contemplated. The section 
headings are for convenience only and have no legal effect. 
Company has engaged and retained Vendor in reliance upon 

Vendor’s unique personal qualifications. Accordingly, Vendor 
shall not assign or transfer this Agreement or any of the rights 
or obligations hereunder without the prior written consent of 
Company, including, without limitation, the right to receive any 
payments. Any attempted assignment or transfer without the 
written consent of Company shall constitute a material breach 
of this Agreement entitling Company to immediately terminate 
this Agreement. Company may transfer or assign its rights 
and obligations under this Agreement without the consent of 
Vendor. This Agreement may not be amended, altered, or 
modified, except by written document signed by the duly 
authorized representatives of both parties. Any additional or 
different terms proposed by Vendor (including without 
limitation, on a work order, confirmation, email, letter, invoice, 
or otherwise) are hereby automatically rejected and shall not 
be binding on Company. This Agreement may be executed in 
two or more counterparts, each of which shall be deemed an 
original but all of which together shall constitute one and the 
same Agreement. The counterparts of this Agreement may be 
executed and delivered by email or other electronic means by 
any of the parties and the receiving party may rely on the 
receipt of such document so executed as if the original had 
been received. 

IN WITNESS WHEREOF, authorized representatives of each of the parties have executed this Agreement effective as of the 
Effective Date. 

VENDOR: Choose an item. 

By:   

Name:   

Title:   

Date:   

By:   

Name:   

Title:   

Date:   

Address for notice: 

  

 
  

 
Attn:   

Address for notice: 

Choose an item.  

With a copy at the same address to: 

Vice President, Legal – Commercial Operations 
Cox Enterprises, Inc. 
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EXHIBIT I 

INITIAL ORDER FORM 

(SAAS SOLUTION DESCRIPTION INCLUDING SPECIFICATIONS, SCOPE AND PRICING) 

Order Form Information 

Company Entity/Affiliate Name:  Company Telephone Number:  

Company Location:  Contact’s E-Mail Address:  

Designated Support Contact:    

 

The SaaS Solution licensed to Company hereunder is being purchased by Company pursuant to (i) that certain SaaS Agreement 
executed as of the Effective Date (the “Agreement”), by and between Company and Vendor. Capitalized terms used herein, but 
not otherwise defined herein, shall have the meanings given to them in the Agreement. In the event of any conflict between the 
terms of this Order Form and the Agreement, the Agreement shall govern and control over the Order Form.  This Order Form must 
be signed by a duly authorized Company representative.  

A. SAAS SOLUTION (Vendor product(s)) 

SaaS Solution Miscellaneous Fee(s) 

   
   
   
   
   
   
   
 

Initial Term:  

Total SaaS Solution Fees: $ 
 

Each Order Form shall separately identify (i) any one-time setup, implementation, or configuration fees, (ii) recurring subscription 
and maintenance fees, and (iii) to the extent the SaaS Solution includes connected devices, sensors, or equipment, the purchase 
price for such hardware separate from any ongoing platform, subscription, or maintenance fees, so that each fee category is 
independently stated. 

Invoice Schedule:  

B. SAAS SOLUTION SPECIFICATIONS 

[VENDOR TO PROVIDE SPECIFICATIONS]  

ACCEPTED AND AGREED: 

VENDOR: COMPANY: Choose an item. 

By:   

Name:   

Title:   

Date:   

By:   

Name:   

Title:   

Date:   
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EXHIBIT II 

SAAS SUPPORT AND SERVICE LEVEL AGREEMENT 

1. Availability of SaaS Solution. Vendor shall ensure that the SaaS Solution is available to Company at least 99.99% of 
the time during any calendar month (“Availability Commitment”). Notwithstanding the foregoing, Vendor may interrupt service 
for routine maintenance purposes for up to eight (8) hours per month (“Scheduled Downtime”). Vendor shall give Company at 
least seventy-two (72) hours prior written notice of any Scheduled Downtime. Any capitalized terms used but not defined herein 
shall have the meanings set forth in the Agreement. 

2. Service Credits. If, in any calendar month during the Term, the availability of the SaaS Solution fails to meet the 
Availability Commitment, Vendor shall grant Company a service credit for that month in accordance with the chart below (“Service 
Credit(s)”). Without limiting the foregoing, if Vendor fails to meet the Availability Commitment for any three (3) consecutive 
calendar months, or in any four (4) calendar months during any twelve-month period, Company shall have the right to terminate 
this Agreement for cause and without further liability, in accordance with Section 7 of the Agreement. The Service Credits will 
not be construed as a penalty or as liquidated damages for failure to meet the service level and, accordingly, they will not be 
deemed to constitute Company’s remedy, exclusive or otherwise, for any damages caused by such failure. Service Credits will 
be in addition to any other monetary and non-monetary remedies available to Company under the Agreement, at law, or in equity 
with respect to a failure to meet the Availability Commitment. 

*SAAS SOLUTION AVAILABILITY (MONTHLY) CREDIT % OF MONTHLY FEES  
99.99% or more 0% 
99.98 – 99.00% 10% 
98.99 – 98.00% 20% 
Below 97.99% 30% 

 

Maximum Outage Service Level. In addition, if the SaaS Solution is not available on a daily basis for more than four 
consecutive hours during Company’s normal business hours due to SaaS Solution Unavailability, then Vendor shall 
credit Company’s account in amount equal to 20% of the monthly fee charged to Company in the applicable month for 
each day that Vendor fails to meet this service level.  

“SaaS Solution Unavailability” is defined as the number of minutes in which the SaaS Solution, or any core functionality 
of the SaaS Solution is not available, but does not include any unavailability that is caused solely by: (a) Scheduled 
Maintenance; (b) acts or omissions of Company or its Authorized Users in violation of this Agreement; (c) failures within 
Company’s internal network or of Company-controlled connectivity to the SaaS Solution; or (d) force majeure events, 
as defined in Section 13.6 of this Agreement.  

3. Response and Restore Objectives for Critical Problems. In addition to meeting the Availability Commitment set forth 
above, Vendor shall correct Critical Problems with the SaaS Solution in accordance with the following terms. A “Critical Problem” 
arises when the SaaS Solution is unable to function properly in a production environment due to a failure of the SaaS Solution 
to conform to the Documentation and/or Specifications. Vendor shall provide Company a Service Credit equal to two percent 
(2%) of all monthly fees for each failure to provide a timely Response or Restore of a Critical Problem in accordance with the 
table below. “Response” means the time it takes from Company’s initial email or telephone call notification of the Critical Problem 
until Vendor responds to the appropriate Company personnel. “Restore” means Vendor provides a correction or modification of 
the SaaS Solution that corrects the Critical Problem. 

Helpdesk/TAC Case Priority: Response & Restore Performance Objectives 

Service Class Tier 

Class 1 
Business 
Critical 

Class 2 
Business 
Necessary 

Class 3 
Business 

Convenience 
Class 4 

Non-Core 

Vendor Helpdesk 7x24x365 7x24x365 7x12x365 5x8 
Critical Problem - Response  15 min 15 min 2 hrs 4 hrs 
Critical Problem – Restore 30 min 2 hrs 8 Hrs 24 hrs 
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4. Local Fallback for Connected Systems. To the extent the SaaS Solution involves connected devices, sensors, or 
equipment, Vendor shall ensure that such devices and equipment are capable of continued local operation, including local 
data capture and storage, when the hosted cloud platform is unreachable or following expiration or termination of this 
Agreement. Upon restoration of connectivity, the SaaS Solution shall automatically synchronize locally stored data with the 
cloud platform without data loss. Vendor shall document any local fallback capabilities and limitations in the applicable Order 
Form or Specifications. 
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EXHIBIT III 

DATA PROTECTION AND INFORMATION SECURITY 

 
This Data Protection and Information Security Exhibit (“Exhibit”) is an attachment to the Agreement and sets forth the data 
protection and information security requirements of Cox.  This Exhibit includes by reference the terms and conditions of the 
Agreement.  In the event of any inconsistencies between this Exhibit and the Agreement, the parties agree that the terms and 
conditions of the Exhibit will control. Throughout the term of the Agreement and for as long as Supplier controls, possesses, 
stores, transmits, or processes Confidential Information or Personal Information as part of the products and/or services 
(collectively and for purposes of this Exhibit, the “Services”) provided to Cox, Supplier will comply with the requirements set 
forth in this Exhibit. Any breach of this Exhibit will be deemed a material breach under the Agreement.  For purposes of this 
Exhibit, the term “Supplier” refers to the party providing products and/or services to Cox under the Agreement. 
 
1. Definitions 
 
“Authorized Personnel” means Supplier’s employees or subcontractors who: (i) have a need to receive or access Confidential 
Information or Personal Information to enable Supplier to perform its obligations under the Agreement; and (ii) are bound in 
writing with Supplier by confidentiality obligations sufficient for the protection of Confidential Information and Personal 
Information in accordance with the terms and conditions set forth in the Agreement and this Exhibit. 
 
“Common Software Vulnerabilities” (CSV) are application defects and errors that are commonly exploited in software. This 
includes but is not limited to: (i) The CWE/SANS Top 25 Programming Errors – see http://cwe.mitre.org/top25/ and 
http://www.sans.org/top25-software-errors/; (ii) The Open Web Application Security Project’s (OWASP) “Top Ten Project” – 
see http://www.owasp.org  
 
“Confidential Information” is as defined in the Agreement, and also includes CII as defined below, as applicable. 
 
“CPNI” means Customer Proprietary Network Information as defined in 47 USC § 222(h) and FCC rules and includes 
information regarding residential and business customers.  
 
“Critical Infrastructure Information” (CII) means information about Cox’s network architecture as well as that of its customers, 
including information about application access, remote access procedures, user ID’s and passwords, the location and 
capability of central offices, data centers, data warehouses, network access points, network points of presence and other 
critical network sites, as well as the network elements and equipment within them, and includes any information which Cox 
reasonably identifies as critical infrastructure information. 
“Industry Standards” mean generally recognized industry standards, best practices, and benchmarks including but not limited 
to: (i) Payment Card Industry Data Security Standards (“PCI DSS”) – see http://www.pcisecuritystandards.org/; (ii) National 
Institute for Standards and Technology – see http://csrc.nist.gov/ ; (iii) ISO / IEC 27000-series – see 
http://www.iso27001security.com/; (iv) COBIT 5 – http://www.isaca.org/cobit/; (v) Cyber Security Framework – see 
http://www.nist.gov/cyberframework/; (vi) Cloud Security Alliance – see https://cloudsecurityalliance.org/, and other standards 
applicable to the Services provided by Supplier to Cox.  
 
“Information Protection Laws” mean all local, state, and federal laws, standards, guidelines, policies, regulations and 
procedures applicable to Supplier or Cox pertaining to data security, confidentiality, privacy, and breach notification. 
 
“Personal Information” also known as Personally Identifiable Information (PII), is information of Cox customers, employees and 
subcontractors held or accessed by Supplier that can be used on its own or combined with other information to identify, 
contact, or locate a person, or to identify an individual in context. Examples of Personal Information include first and last name, 
address, social security number or national identifier, biometric records, geolocation information, driver’s license number, 
account number or username with password or PIN, either alone or when combined with other personal or identifying 
information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden name, etc.  
Personal Information includes those data elements defined under applicable state or federal law in the event of a Security 
Incident.  Personal Information also includes CPNI.   
 
"Ransomware” is a type of malicious software designed to encrypt the data on an infected system(s) and force the victims to 
pay a ransom in order to retrieve the decryption key to restore access. 
“Security Incident” is any actual or suspected occurrence of: (i) unauthorized access, use, alteration, disclosure, loss, theft of, 
or destruction of Confidential Information or Personal Information or the systems / storage media containing Confidential 
Information or Personal Information; (ii) illicit or malicious code, phishing, spamming, spoofing; (iii) unauthorized use of, or 
unauthorized access to, Supplier’s systems including ransomware; (iv) inability to access Confidential Information, Personal 

http://cwe.mitre.org/top25/
http://www.sans.org/top25-software-errors/
http://www.owasp.org/
http://www.pcisecuritystandards.org/
http://csrc.nist.gov/
http://www.iso27001security.com/
http://www.isaca.org/cobit/
http://www.nist.gov/cyberframework/
https://cloudsecurityalliance.org/
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Information or Supplier systems as a result of a Denial of Service (DOS) or Distributed Denial of Service (DDOS) attack; and 
(v) loss of Confidential Information or Personal Information due to a breach of security 
 
“Security Vulnerability” is an application, operating system, or system flaw (including but not limited to associated process, 
computer, device, network, or software weakness) that can be exploited resulting in a Security Incident.      

 
2. Roles of the Parties and Compliance with Information Protection Laws   
 
As between Cox and Supplier, Cox shall be the principal and Supplier shall be its agent with respect to the collection, use, 
storage, processing and disclosure of all Confidential Information and Personal Information.  The Parties shall comply with 
their respective obligations as the principal (e.g., data owner/controller/covered entity) and agent (e.g., data 
processor/business associate/trading partner) under all applicable laws relating to data privacy, information security, or 
security breach notification (collectively, the “Information Protection Laws”). The Parties acknowledge that, with respect to all 
Personal Information and Confidential Information processed by Supplier for the purpose of providing the Services under this 
Agreement: 
 

a) Cox shall determine the scope, purpose, and manner in which such Confidential Information and Personal 
Information may be accessed or processed by Supplier, and Supplier shall limit its access to or use of Confidential 
Information and Personal Information to that which is necessary to provide the Services, comply with applicable laws, 
or as otherwise directed by Cox; 

b) Each party shall be responsible for compliance with Information Protection Laws in accordance with their respective 
roles; and  

c) Supplier and Cox shall implement the technical and organizational measures specified in this Exhibit and any 
additional procedures agreed upon pursuant to a Statement of Work (“SOW”) to protect Confidential Information and 
Personal Information against unauthorized use, destruction or loss, alteration, disclosure or access. 

 
3. Information Security Expectations: Supplier will have and maintain an information security program that has been 

developed, implemented and maintained in accordance with Industry Standards.  Supplier shall not materially diminish the 
overall security of its information security program during the Term.  At a minimum, Supplier’s information security 
program will include, but not be limited to, the following elements: 

4.  
 
4.1 Management Direction for Information Security.  Supplier will either assign a qualified member of its workforce or 

commission a reputable third-party service provider with expertise in information security, to be responsible for the 
development, implementation and maintenance of Supplier’s enterprise information security program. 

 
a) Policies and Standards. To protect Cox Confidential Information and Personal Information, Supplier will implement 

and maintain reasonable security that complies with Information Protection Laws and meets data security Industry 
Standards. 

b) Security Policies and Standards. Supplier will maintain formal written information security policies and standards 
that: (i) define the administrative, physical, and technological controls to protect the confidentiality, integrity, and 
availability of Confidential Information and Personal Information, Cox systems, and Supplier systems (including 
mobile devices and removable media) used in providing Services to Cox; (ii) encompass secure access, retention, 
and transport of Confidential Information and Personal Information; (iii) provide for disciplinary or legal action in the 
event of violation of policy by employees or Supplier subcontractors and vendors; (iv) prevent unauthorized access to 
Cox data, Cox systems, and Supplier systems, including access by Supplier’s terminated employees and 
subcontractors; (v) employ the requirements for assessment, monitoring and auditing procedures and systems to 
ensure Supplier is compliant with the policies; and (vi) conduct an annual assessment of the policies, and upon Cox 
written request, provide attestation of compliance. 

c) Monitoring and Enforcement. Supplier will monitor compliance with its privacy policies and procedures to address 
privacy related complaints and disputes. 

d) Independent Review of Information Security.  The organization’s approach to managing information security and 
its implementation (i.e. control objectives, controls, policies, processes and procedures for information security) shall 
be reviewed independently at planned intervals or when significant changes occur.  Independent reviews may include 
internal auditors or third party security or audit firms. 

e) In the SOW or other document, Supplier will identify to Cox all third-party vendors (including those providing 
subcontractors to Supplier) involved in the provision of the Services to Cox, and will specify those third-party vendors 
that will have access to Confidential Information and Personal Information. 
 

4.2 Organization of Information Security 
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a) Segregation of Responsibilities. Supplier will ensure that the responsibilities of their workforce are appropriately 
segregated to reduce opportunities for unauthorized or unintentional access, modification or misuse of the 
organization’s assets. 

b) Regulatory Contact. If applicable to Supplier’s business or required by law, Supplier will maintain contact with the 
governing regulatory authorities to ensure ongoing compliance with the mandated regulatory requirements. 

c) Monitoring of Special Interest Groups. Supplier will maintain appropriate contact with special interest groups, 
specialist security forums, and/or professional associations in order to remain abreast of evolving information security 
threats and trends. 

d) Project Management.  As applicable, Supplier will ensure that Information security is addressed within its internal 
project management processes. 
 

4.3 Teleworking 
a) Teleworking Requirements.  Storage of Cox data on unauthorized equipment or personal mobile devices is 

prohibited. If Supplier allows Authorized Personnel to work remotely in support of Cox services, Supplier shall provide 
Authorized Personnel with one or more of the following technologies to mitigate the inherent security risks of remote 
access: 

i. A Supplier provided and controlled device (e.g., laptop or workstation) that is securely managed by the 
Supplier’s information technology team(s); OR 

ii. A secure technology, service, or platform, that enables the Supplier to manage the security configuration of 
personally owned devices used to provide Cox Services, in order to meet the security requirements of both 
Supplier and Cox, as defined within this Agreement. 

iii. A Cox managed Virtual Desktop Interface (VDI) provided by Cox to access Cox applications or data. 

4.4 Human Resources Security 
a) Screening. Background verification checks on all candidates for employment shall be carried out in accordance with 

relevant laws, regulations and ethics and should be proportional to the business requirements, the classification of 
the Cox information to be accessed and the perceived risks.  

b) Security and Privacy Training.  
i. Supplier, at its expense, will train new and existing employees and subcontractors to comply with the data 

security and data privacy obligations under this Agreement and this Exhibit. 
ii. Supplier, at its expense, will provide social engineering and phishing training.  The content will specifically 

cover handling suspicious emails containing links and/or attachments, and to be cautious before visiting 
unknown websites. 

iii. Supplier, at its expense, will train users on how to report suspicious activity so it can be properly 
investigated. 

iv. Ongoing training is to be provided at least annually for items i. and ii. above or more frequently as 
appropriate and/or requested by Cox.  

v. Cox may provide specific training material to Supplier to include in its employee/subcontractor training.  
c) Supplier will ensure that employees, contractors, other sub-contractors or vendors are required to sign a 

confidentiality or non-disclosure agreement to protect Cox Confidential Information and Personal Information. 
d) Termination or Change of Employment Responsibilities. Information security responsibilities and duties that 

remain valid after change of employment shall be defined, communicated to the employee or contractor, and 
enforced. 

 
4.5 Asset Management 

a) Supplier, should it provide hosted services to Cox, agrees that it will maintain an inventory of assets associated with 
information and information processing facilities. 

b) Assets maintained in the inventory must be assigned to an individual or group that is accountable and responsible for 
the assigned asset(s). 

c) Acceptable use of assets is defined within a formal policy or standard. 
d) The return of assets is clearly communicated, via policies and/or training, to all employees and external party users 

upon termination of their employment, contract or agreement. Return of assets shall be documented by Supplier. 
e) Supplier will classify data in terms of legal requirements, value, criticality and sensitivity to unauthorized disclosure or 

modification.  Procedures for handling assets will be developed and implemented in accordance with the information 
classification scheme adopted by the organization. 

 
4.6 Media Handling  

a) Procedures must be implemented for the management of removable media in accordance with the classification 
scheme adopted by the organization. 
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b) Data Destruction and Data Retention. Upon expiration or termination of this Agreement or upon Cox’s written 
request, Supplier and its Authorized Personnel will promptly return to Cox all Confidential Information and Personal 
Information and/or securely destroy Cox Confidential Information and Personal Information. At a minimum, 
destruction of data activity is to be performed according to the standards enumerated by the National Institute of 
Standards, Guidelines for Media Sanitization - see http://csrc.nist.gov/.  If destroyed, an officer of Supplier must 
certify to Cox in writing within ten (10) business days of completed destruction that all Cox Confidential Information 
and Personal Information has been destroyed.  If Supplier is required to retain any Confidential Information or 
metadata to comply with a legal requirement, Supplier shall provide notice to both the general notice contact in the 
Agreement as well as Cox’s designated Security Contact.   
 

4.7 Access Control  
a) Supplier will ensure that Confidential Information and Personal Information will be accessible only by Authorized 

Personnel after appropriate user authentication and access controls that satisfy the requirements of this Exhibit.  
b) Two-factor authentication is required for remote connectivity into Cox systems or networks. 
c) Each Authorized Personnel shall have unique access credentials and shall receive training which includes a 

prohibition on sharing access credentials with any other person.  
d) User Registration and De-registration. Supplier will have a formal user registration and de-registration process for 

enabling assignment of access rights. 
e) User Access Provisioning.  Supplier will have a formal user access provisioning process to assign or revoke access 

rights for all user types to all systems and services. 
f) Management of Privileged Access Rights. The allocation and use of privileged access rights will be restricted and 

controlled. 
g) Management of Secret Authentication Information of Users. The allocation of secret authentication information 

must be controlled through a formal management process. 
h) Review of user access rights. User access rights must be reviewed at regular intervals but at a minimum on an 

annual basis. 
i) Removal or Adjustment of Access Rights. The access rights of all employees and external party users to 

information and information processing facilities must be removed upon termination of their employment, contract or 
agreement, or adjusted as appropriate upon change in role or responsibilities. 

j) Password Management System. Password management systems must be interactive and ensure strong 
passwords. 

 
4.8 Data Security  

a) Supplier agrees to preserve the confidentiality, integrity and accessibility of Confidential Information and Personal 
Information with administrative, technical and physical measures that conform to Industry Standards as applied to 
Supplier’s own systems and processing environment. Unless otherwise agreed to in writing by Cox, Supplier agrees 
that any and all Confidential Information and Personal Information will be stored, processed, and maintained solely on 
designated systems located in the continental United States.  

b) Supplier will segregate Confidential Information and Personal Information from Supplier’s data and from the data of 
Supplier’s other customers or third parties. 

 
4.9  Cryptography  

a) Supplier must have a formal policy on the use of cryptographic controls for protection including the use, protection 
and lifecycle of cryptographic keys.  

b) Supplier agrees that all Personal Information will be encrypted with a Federal Information Processing Standard 
(FIPS) compliant encryption product, also referred to as 140-2 compliant. Symmetric keys will be encrypted with a 
minimum of 128-bit key and asymmetric encryption requires a minimum of 1024 bit key length.  Encryption will be 
utilized in the following instances:  
 

i. Personal Information that is stored on any portable computing device or any portable storage medium. 
ii. Personal Information that is transmitted or exchanged over a public network. 

 
c)  Encryption may also be required for Confidential Information depending upon the data classification of the 

Confidential Information.  
 
4.10  Physical and Environmental Security  

a) Physical Security. Security perimeters shall be defined and used to protect areas that contain either sensitive, 
critical information or information processing facilities. 

b) Physical entry controls. Secure areas shall be protected by appropriate entry controls to ensure that only 
authorized personnel are allowed access. 

c) Securing Offices, Rooms and Facilities. Physical security for offices, rooms and facilities shall be designed and 
applied. 

http://csrc.nist.gov/


                                                                                                                 

CONFIDENTIAL & PROPRIETARY INFORMATION  Last Updated May 2026 
 

d) Physical protection against natural disasters, malicious attack or accidents shall be designed and applied. 
e) Equipment. Equipment shall be protected from power failures and other disruptions caused by failures in supporting 

utilities. 
f) Secure Disposal or Reuse of Equipment. All items of equipment containing storage media shall be verified to 

ensure that any sensitive data and licensed software has been removed or securely overwritten prior to disposal or 
re-use. 

g) Clear Desk and Clear Screen Policy. A clear desk policy for papers and a clear screen policy for facilities 
processing Personal Information must be adopted and adhered to. 
 

4.11  Operations Security 
a) Change Management. Changes to the organization, business processes, information processing facilities and 

systems that affect information security shall be formally controlled.  
b) Separation of Development, Testing and Operational Environments. Supplier agrees that development and 

testing environments shall be separated from operational or production environments to reduce the risks of 
unauthorized access or changes to the operational or production environment.  

c) Malicious Code Protection. Supplier’s software development processes and environment must protect against 
malicious code being introduced into its product(s) future releases and/or updates. 

d) Endpoint Protection Platform (EPP) – Supplier will implement an EPP solution to prevent file-based malware, to 
detect and block malicious activity from trusted and untrusted applications, and to provide the investigation and 
remediation capabilities needed to dynamically respond to security incidents and alerts.  

e) Vulnerability Management. Information about technical vulnerabilities of information systems being used shall be 
obtained in a timely fashion, the organization’s exposure to such vulnerabilities evaluated and appropriate measures 
taken to address the associated risk. 

f) Logging. Supplier software that controls access to Confidential Information or Personal Information must log and 
track all access to the information.   

i. Logging facilities and log information shall be protected against tampering and unauthorized access.  
ii. Supplier should maintain access logs relevant to Confidential Information and Personal Information for a 

minimum of six (6) months or other mutually agreed upon duration. 
g) Installation of Software on Operational Systems. Rules governing the installation of software by users shall be 

established and implemented on operational systems. 
h) Data Backup. The parties shall agree in an SOW or other document upon the categories of Confidential Information 

or Personal Information that are required to be backed up by Supplier.  Unless otherwise agreed to in writing by Cox, 
backups of Confidential Information and Personal Information shall reside solely in the United States. Supplier shall 
perform backups of Company Data no less frequently than daily. The applicable Order Form or SOW shall specify the 
recovery point objective (“RPO”) and recovery time objective (“RTO”) for the SaaS Solution; provided that in no event 
shall the RPO exceed twenty-four (24) hours or the RTO exceed four (4) hours. For the orderly and timely recovery 
and restoration of Confidential Information and Personal Information in the event of a service interruption: 
 

i. Supplier will store a backup of Confidential Information and/or Personal Information at a secure offsite facility 
and maintain a contemporaneous backup of Confidential Information on-site to meet needed data recovery 
time objectives. 

ii. Supplier will encrypt and isolate all Confidential Information and Personal Information backup data on 
portable media from any backup data of Supplier’s other customers. 

iii. Supplier will utilize a backup and data restoration system that allows multiple iterations of the backups to be 
saved, in case a copy of the backups includes encrypted or infected files (i.e., ransomware).  

iv. Supplier will routinely test backups for data integrity. 

v. Supplier shall, upon Company’s request and at no additional cost to Company, provide Company with an 
independent, restorable copy of all Company Data in a documented, non-proprietary, machine-readable 
format no less frequently than quarterly, or shall enable Company to obtain such a copy through automated 
export or API access. 

 

4.12  Network Security. Supplier agrees to implement and maintain network security controls that conform to Industry 
Standards including but not limited to the following:  
a) Firewalls.  Supplier will utilize firewalls to manage and restrict inbound, outbound and internal network traffic to only 

the necessary hosts and network resources. 
b) Network Architecture.  Supplier will appropriately segment its network to only allow authorized hosts and users to 

traverse areas of the network and access resources that are required for their job responsibilities. 
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c) Demilitarized Zone (DMZ).  Supplier will ensure that publicly accessible servers are placed on a separate, isolated 
network segment typically referred to as the DMZ.   

d) Wireless Security. Supplier will ensure that its wireless network(s) only utilize strong encryption, such as WPA2.  
e) Intrusion Detection/Intrusion Prevention (IDS/IPS) System.  Supplier will have an IDS and/or IPS in place to 

detect inappropriate, incorrect, or anomalous activity and determine whether Supplier’s computer network and/or 
server(s) have experienced an unauthorized intrusion. 

f) Segregation in Networks. As appropriate, groups of information services, users and information systems shall be 
segregated on networks. 

g) Network Connectivity to Cox services (e.g., Azure VDI, M365) cannot originate from an anonymous IP, network 
provider, or VPN service designed to anonymize traffic. 

h) Prohibited Countries. Supplier will not source traffic from the countries listed in Addendum [X] 
 
4.13  Communications Security  

a) Formal data transfer policies, procedures and controls shall be in place to protect the transfer of sensitive Confidential 
or Personal Information within electronic messaging. 

b) Supplier will execute a data protection and information security agreement with subcontractors/third party suppliers to 
ensure that security controls that meet Cox requirements have been implemented. 

 
4.14  System Acquisition, Development, and Maintenance 

a) Security Requirements of Information Systems.  Applicable information security related requirements shall be 
included in the requirements for new information systems or enhancements to existing information systems. 

b) Securing Application Services on Public Networks. Confidential or Personal Information involved in application 
services passing over public networks shall be protected from fraudulent activity, unauthorized disclosure and 
modification.   

c) Secure Development. Supplier shall have policies that govern the development of software and systems and how 
information security and integrity are established and applied during development.  

d) Secure Development Training. Upon initial hire or engagement of employee or contractor software developers, 
Supplier shall provide secure software development training to all developers used by Supplier for software 
developed for Cox or to be used by Cox.  Thereafter, Supplier shall provide supplemental training periodically as 
necessary to address changing industry conditions and vulnerabilities, but training shall occur at least every two 
years.  Supplier shall retain documentation that the training has occurred for all developers for at least 2 years and 
will provide such evidence to Cox upon request. 

e) Secure System Engineering Principles. Principles for engineering secure systems shall be established, 
documented, maintained and applied to any information system implementation efforts. 

f) Outsourced Development. The organization shall supervise and monitor the activity of any outsourced system 
development. 
 

4.15  Supplier Relationships 
a) Supplier will conduct thorough background checks and due diligence on any third and fourth parties which impact 

Supplier’s ability to meet the requirements of the Agreement and this Exhibit.     
b) Due diligence of third parties shall include, but is not limited to, addressing information security requirements within 

agreements between Supplier and its suppliers. 
c) Supplier will not outsource any work related to its Services provided to Cox to personnel located in countries outside 

the United States of America, unless disclosed in the Agreement and approved by Cox Information Security. If 
Supplier desires to outsource certain work during the Term of the Agreement, Supplier shall first notify Cox so that 
the parties can ensure adequate security protections are in place with respect to the Services provided to Cox.    

 
4.16    Business Continuity Planning (BCP), Disaster Recovery (DR) & Cyber Recovery (CR)  

a) Supplier will maintain an appropriate business continuity, disaster recovery, and cyber recovery plan to enable 
Supplier to adequately respond to and recover from business interruptions involving Services provided by Supplier to 
Cox.  The cyber recovery plan shall, at a minimum, include the processes and procedures that will be executed and 
maintained to ensure timely restoration of critical systems or assets affected by a cybersecurity incident, including 
approved workaround procedures and details regarding any arrangement for storing Cox data at an offline or offsite 
location.   

b) At a minimum, Supplier shall review, update, and approve plans annually to determine the plan's effectiveness and 
the company's readiness to remedy any business interruptions.  

c) At a minimum, Supplier will test plans annually, in accordance with industry standards, to determine the plan's 
effectiveness and ensure the vendor's readiness to remedy any business interruption in a manner where the recovery 
objectives meet or exceed the RPO and RTO specified in the applicable Order Form or SOW. Supplier will take 
action to correct any issues detected during the test in a time frame mutually agreed upon by both parties. Upon 
Cox’s request, Supplier will provide Cox with a written summary of the annual test results. 
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d) In the event of a business interruption that activates any of the aforementioned plans affecting the Services, 
confidential information or personal Information of Cox, Supplier will notify Cox’s designated security contact within 48 
hours of service interruption and, where applicable, shall use all reasonable efforts to fully perform their obligations 
under this Agreement.   

e) Supplier will allow Cox or its authorized third party, upon a minimum of thirty (30) days’ notice to Supplier’s 
designated security contact, to perform an assessment of Supplier’s plans once annually, or more frequently if agreed 
to in an SOW or other document.  Within ten (10) days of receipt of written notice by Cox, the parties will meet to 
determine the scope and timing of the assessment. 

f)  
g)  

 
4.17  Application and Software Security. If Supplier provides hosted services to Cox, Supplier agrees that its product(s) will 

remain secure from Software Vulnerabilities and, at a minimum, incorporate the following: 
a) Application Level Security.  Supplier must use a reputable 3rd party to conduct static/manual application 

vulnerability scans on the application(s) software provided to Cox for each major code release or at the time of 
contract renewal, as determined by Cox.  An internally produced static/manual test from the Supplier will not be 
accepted.  Results of the application testing will be provided to Cox in a summary report and vulnerabilities 
categorized as Very High, High or that have been identified as part of the OWASP top 10 and SANS top 25 within ten 
(10) weeks of identification. 

b) Vulnerability Management. Supplier agrees at all times to provide, maintain and support its software and 
subsequent updates, upgrades, and bug fixes such that the software is, and remains secure from Common Software 
Vulnerabilities. 

c) Updates and Patches. Supplier agrees to promptly provide updates and patches to remediate Security 
Vulnerabilities that are exploitable. Upon Cox’s request, Supplier shall provide information on remediation efforts of 
known Security Vulnerabilities.  

d) Security Testing. Supplier will allow Cox to conduct static, dynamic, automated, and/or manual security testing on its 
software products and/or services, hardware, devices, and systems to identify Security Vulnerabilities on an ongoing 
basis. Should any vulnerabilities be discovered, Cox agrees to notify Supplier and create a mutually agreed upon 
remediation plan to resolve all vulnerabilities identified. Cox has the right to request or conduct additional reasonable 
security testing throughout the Term of the Agreement. 

e) Cooperation.  In the event of existence of a Security Vulnerability that results in an inquiry from a regulatory agency, 
law enforcement agency, or Cox Business customer, Supplier shall cooperate and assist Cox in providing a response 
to said party, including making appropriate Supplier personnel available to participate in face to face or telephonic 
meetings as reasonably requested by Cox.   
 

4.18  Data Use  
a) Supplier agrees that any and all Confidential Information or Personal Information shall be used and disclosed solely 

and exclusively for the purposes set forth in the Agreement.   
b) Confidential Information and Personal Information shall not be distributed, repurposed or shared across other 

application, environments, or business units of Supplier. Supplier further agrees that no Confidential Information or 
Personal Information of any kind shall be transmitted, exchanged or otherwise passed to other parties except on a 
case-by-case basis as specifically agreed to in writing by Cox. 

 
4.19  Right to Audit  

a) Upon a minimum of thirty (30) days’ written notice to Supplier, Supplier agrees to allow Cox or a mutually agreed 
upon independent third party under a Non-Disclosure Agreement to perform an audit of Supplier’s policies, 
procedures, software, system(s), and data processing environment at Cox’s expense to confirm compliance with this 
Exhibit. Unless critical issues are identified during the audit, such audits will be restricted to one audit per any twelve 
(12) month period. 

b) Prior to commencement of the audit, the parties will discuss the scope of the audit and the schedule. Supplier shall 
provide reasonable support to the audit team. Supplier shall maintain a current SOC 2 Type II certification or ISO 
27001 certification (or equivalent) and shall provide Cox with a copy of its most recent certification or audit report 
annually and promptly upon Cox’s request. 

c) If issues are identified, Supplier shall provide a remediation plan to Cox to remedy such issues at Supplier’s expense.  
 
5. Security Incident / Data Breach 

 
5.1 Security Contact. The contacts identified below shall serve as each party’s designated Security Contact for security 

issues under this Agreement. 
 

Cox Enterprises Security Contact: 
CISOOffice@coxinc.com 

mailto:CISCOOffice@coxinc.com
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Cox Security Contact:  
404-269-2722 
Cox Security Operations Center 
SecurityIncident@cox.com  
Supplier Security Contact: 
 
Name:  _________________________ 
 
Address:  _________________________ 
 
  _________________________  
 
Phone: _________________________ 

 
5.2 Requirements. Supplier shall ensure that Cox is protected against any and all reasonably anticipated Security Incidents, 

including but not limited to the following actions: (i) Supplier’s systems are continually monitored to detect evidence of a 
Security Incident; (ii) Supplier has a Security Incident response process to manage and to take corrective action for any 
suspected or realized Security Incident; (iii) Incident Response testing must include ransomware event response and 
mitigation activities and (iv) upon request Supplier will provide Cox with a copy of its Security Incident policies, 
procedures, and summaries of recently completed Incident Response plan testing. If a Security Incident affecting Cox 
occurs, Supplier, at its expense and in accordance with applicable Information Protection Laws, will immediately take 
action to prevent the continuation of the Security Incident.   
a) Ransomware 

i. If Supplier detects ransomware in their environment the following steps will be taken immediately:  
 Disconnect all interconnectivity with Cox.  
 Contact Cox Security team (See Section 4.1 for detail). 

ii. Supplier will provide a daily status update, unless a another mutually agreeable timeframe is selected. 
iii. Supplier’s Information Security leader will make themselves available to discuss the incident with Cox within 

24 hours of initial notification. 
iv. Supplier will notify Cox prior to making any media statements regarding the ransomware incident.   

5.3 Notification. With the exception of ransomware, Supplier will notify Cox within twenty-four (24) hours of Supplier 
becoming aware of a Security Incident, or other mutually agreed upon time period. Such notification shall include, to the 
extent known at the time, a description of the nature and scope of the Security Incident, the categories and approximate 
number of records affected, the measures taken or proposed to address the Security Incident, and the identity of a 
contact person from whom additional information may be obtained. Supplier will notify Cox of the incident through the 
Cox Security phone number and email address listed above (Section 4.1). 

5.4 Supplier shall not issue any notification, communication, or disclosure to any affected individual, customer, regulator, or 
other third party regarding a Security Incident without the prior written authorization of Cox, unless independently 
required by applicable law. Where Supplier is independently required by law to make such a notification, Supplier shall 
provide Cox with reasonable advance notice and an opportunity to review and comment on the content of any such 
notification before it is issued. 

5.5  
5.6  

 
5.7 Investigation and Remediation. Upon Supplier’s notification to Cox of a Security Incident, the parties will coordinate to 

investigate the Security Incident.  Supplier shall be responsible for leading the investigation of the Security Incident, but 
shall cooperate with Cox to the extent Cox requires involvement in the investigation. Supplier may involve law 
enforcement in its discretion but shall involve law enforcement in the investigation if requested by Cox.  Depending upon 
the type and scope of the Security Incident, Cox security personnel may participate in: (i) interviews with Supplier’s 
employees and subcontractors involved in the incident; and (ii) review of all relevant records, logs, files, reporting data, 
systems, Supplier devices, and other materials as otherwise required by Cox.  

 
In the event of a Security Incident that results in an inquiry from a regulatory agency, law enforcement agency, or Cox 
Business customer, Supplier shall cooperate and assist Cox in providing a response to said party, including making 
appropriate Supplier personnel available to participate in face to face or telephonic meetings as reasonably requested by 
Cox.  Supplier will cooperate, at its expense, with Cox in any litigation or investigation deemed reasonably necessary by 
Cox to protect its rights relating to the use, disclosure, protection and maintenance of Personal Information.  Supplier will 
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reimburse Cox for actual costs incurred by Cox in responding to, and mitigating damages caused by any Security 
Incident, including all costs of notice and remediation which Cox, in its sole discretion, deems necessary to protect such 
affected individuals in light of the risks posed by the Security Incident.  Supplier will use reasonable efforts to prevent a 
recurrence of any such Security Incident. Additionally, if the Security Incident involves any Personal Information, Supplier 
will reimburse Cox for a minimum of one (1) year of complimentary access for one (1) credit monitoring service, credit 
protection service, credit fraud alert and/or similar services, which Cox deems necessary to protect affected individuals in 
light of regulatory requirements and/or risks posed by a Security Incident. 
 

5.8 Reporting. Supplier will provide Cox with a final written incident report within five (5) business days after resolution of a 
Security Incident or upon determination that the Security Incident cannot be sufficiently resolved. 
 

6. Payment Cardholder Data 
 
6.1 If Supplier accesses, collects, processes, uses, stores, transmits, discloses, or disposes of Cox and/or Cox customer 

credit, debit, or other payment cardholder information, Supplier agrees to the following additional requirements: 
 
a) Supplier, at its sole expense, will comply with the Payment Card Industry Data Security Standard (“PCI DSS”), as 

may be amended or changed from time to time, including without limitation, any and all payment card industry 
validation actions (e.g., third party assessments, self-assessments, security vulnerability scans, or any other actions 
identified by payment card companies for the purpose of validating Supplier’s compliance with the PCI DSS).  

b) Supplier will maintain a continuous PCI DSS compliance program. Annually, Supplier agrees to provide evidence of 
PCI DSS compliance from a Qualified Security Assessor (“QSA”) or Internal Security Assessor (“ISA”), in the form of 
an Attestation on Compliance (“AOC”), or evidence that Supplier is included on the Visa or MasterCard list of PCI 
DSS Validated Service Providers. 

c) Supplier will immediately notify Cox if Supplier is found to be non-compliant with a PCI DSS requirement or if there is 
any breach of cardholder data impacting Cox or its customers. 

 
7. Changes 
 

In the event of any change in Cox’s data protection or privacy obligations due to legislative or regulatory actions, industry 
standards, technology advances, or contractual obligations, Supplier will work in good faith with Cox to promptly amend 
this Exhibit accordingly. 
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EXHIBIT IV 

Insurance 

A. Workers’ Compensation and Employers’ Liability. Statutory limits (Workers’ Compensation) and not less than $1,000,000 per 
claim (Employers’ Liability). 

B. Commercial General Liability. Not less than $5,000,000 combined single limit for property damage and bodily injury per 
occurrence, including Contractual Liability, Broad Form Property Damage, Bodily Injury, Personal and Advertising Injury, and 
Products and Completed Operations Liability coverages, provided that such limits may be satisfied with any combination of 
primary and umbrella insurance. 

C. Professional Liability. Covering liability for errors and omissions arising out of Vendor’s performance of its obligations pursuant 
to this Agreement, in an amount not less than $5,000,000 per occurrence or per claim, which policy shall include, among other 
things, coverage for negligent acts and errors and omissions arising out of or related to the design, development, installation, 
and operation of the SaaS Solution by Vendor or by any other person or entity acting on behalf of Vendor. 

D. Network Security/Privacy Liability/Cyber Coverage. Third party and first party coverage in an amount not less than 
$5,000,000 per occurrence or per claim, providing coverage for, among other things, unauthorized access to or use of a 
computer network, unauthorized access to or dissemination of personally identifiable information, and breach of any law, 
whether statute, regulation or otherwise, governing the safeguarding of personally identifiable information. 

E. Technology Errors and Omissions Liability. Coverage in an amount not less than $5,000,000 per occurrence or per claim, 
which policy shall include, among other things, coverage for a technology product failing to perform the function or serve 
the purpose intended, and for negligent acts and errors or omissions in the performance of or failure to perform technology 
services by Vendor or by any other person or entity acting on behalf of Vendor. 

Vendor may satisfy two or more of Sections D, E and F with one and the same insurance policy, provided that such insurance 
policy has limits of not less than the cumulative amount required by each of the above Sections being satisfied by such 
single insurance policy. 

F. Additional Requirements. The liability policy/ies obtained by Vendor pursuant to Sections B, C and E will include Company and 
its Affiliates as additional insureds. All insurance on which Company and its Affiliates are included as additional insureds shall 
(i) either (a) not contain an insured v. insured exclusion, or (b) except from any insured v. insured exclusion any claims by an 
additional insured, and (ii) be primary and noncontributory with any and all other insurance available to additional insureds. As 
of the Effective Date and, thereafter, upon Company’s written request, Vendor shall provide Company with a certificate or 
certificates of insurance evidencing that the above-noted insurance requirements have been satisfied and specifying that 
Company will receive thirty (30) days advance notice of any cancellation or nonrenewal of the required insurance or any change 
in Vendor’s insurance that causes it to no longer satisfy the requirements set forth herein. If any of the required insurance is 
cancelled or nonrenewed, Vendor shall replace such insurance so that no lapse in coverage occurs. Vendor shall obtain the 
insurance coverage set forth in this Exhibit from an insurance carrier with a minimum A.M. Best’s rating of A-/VII. All 
insurance required herein shall provide that the insurer waives its rights of subrogation against Company and its Affiliates, 
at least for losses and liabilities that Vendor is required to indemnify or otherwise pay. These insurance requirements shall 
not serve to limit or restrict Vendor’s obligations under this Agreement, including but not limited to Vendor’s indemnity 
obligations. 

G. Use of Subcontractors. If Vendor uses a subcontractor in connection with this Agreement, Vendor shall require such 
subcontractor to maintain the types and amounts of insurance that Vendor deems reasonable in light of the products and/or 
services to be provided by, and any other activities to be undertaken by, such subcontractor. 


